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Abstract
Electric vehicles (EVs) are becoming a more attractive transportation option, as they offer great cost savings, decrease
foreign oil dependency, and reduce carbon emissions. However, varying temporal and spatial demand patterns of EVs
threatens power grid operations and its physical components. Thus, the ability of the power grid to handle the
potential extra load has become a major factor in the mainstream success. In order for this integration to occur
seamlessly, the power grid and the consumers need to be coordinated in harmony. In this paper, we address the
critical challenges introduced by the penetration of EVs, systematically categorize the proposed frameworks for
demand management, and the role of information and communication technologies in the solution process. We
provide a comprehensive survey on the communication requirements, the standards and the candidate technologies
towards the Internet of electric vehicles (IoEV). This survey summarizes the current state of research efforts in electric
vehicle demand management and aims to shed light on the continued studies.
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1 Review
1.1 Introduction
As the dependence on a single energy source (crude
oil) exposes economies to unstable global oil market
and increases environmental concerns, there has been
a growing interest to push electric vehicles into main-
stream acceptance. The motivation for the electrification
of transportation is multifaceted; electricity can be gen-
erated through diverse and domestic resources, electricity
prices have been relatively stable in the last two decades,
and electric miles are cheaper and cleaner [1,2]. There-
fore, internet of electric vehicles are expected to achieve
a sizable market portion in the next decade. In fact, the
study in [3] estimates that there will be around 50 million
grid-enabled vehicles by year 2040.
Accordingly, there is a pressing need in the deploy-
ment of charging networks to accommodate the pro-
jected demand. For instance, [4] presents that there is
an attempt to build a statewide charging station network
in California. Similarly, Estonia is building the Europe’s
largest fast-charging station network with 200 nodes [5].
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The number of EV charging stations is expected exceed
four million in Europe and 11 million in the Globe by year
2020 [6].
However, as the power grid is becomingmore congested
due to the introduction of EVs, managing and controlling
of corresponding demand should be carefully aligned with
the available resources. Even though, the long term solu-
tion involves the upgrade of the power grid components,
by considering the potential cost of such investments, the
practical solution for the near term would be to develop
intelligent control and scheduling techniques to aid the
power grid operations. The realization of such frame-
works requires appropriate communication architectures
that will enable reliable interaction between the grid and
the EV drivers to optimally control power flow under
varying network conditions.
A handful of surveys have attempted to discuss gen-
eral smart grid communication requirements, standards,
and protocols for household demand management [7-10].
However, the case for the EVs is unique; electric vehi-
cles can be mobile and a typical EV demand is large
and, in fact, it can be more than the daily energy con-
sumption of two households [11]. More importantly, the
sustainability of the power grid operations is essential
for human life. Therefore, careful attention is required to
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shed more light on the complex problems associated with
electrictrification of transportation. Nonetheless, to the
best of the authors’ knowledge, this is the first study that
focuses on the electric vehicle network communications
for smart grid applications and, more specifically, to the
IoEV challenges. Hence, in this work we
• comprehensively address the unique challenges
introduced by the EV penetration specifically for each
power grid components and identify opportunities to
improve the grid operations and system reliability;
• systematically classify the mathematical frameworks
for optimal control and management of EV demand;
and
• survey the communication requirements, standards,
and candidate technologies that could serve the
IoEVs and smart grid applications.
The structure of this paper is as follows. In Section 2,
we present the current status of the U.S. power grid,
the projected EV roll-out, potential negative impacts on
power generation, transmission network, and distribution
grid. Next, in Section 3, we categorize the literature on
control and coordination frameworks according to the
objective function, employed model, and the scale of the
problem. In Section 4, we classify published standards
and communication technologies respect to each smart
grid application. In Section 5, we discuss the communica-
tion requirements and performance metrics for the IoEV
network communications.
2 Internet of electric vehicles and the current
power grid
2.1 Internet of electric vehicles
Over the last few years, the automotive industry has intro-
duced a variety of new electric vehicle models that have
drastically expanded the customer choices [11]. The main
drivers that shape the EV adoption include the size of
the battery packs (usually varies between 16 to 56 kWh)
and the duration to recharge the vehicle. The battery
pack determines the all-electric range of the vehicle and,
hence, it is an important criterion to beat the range anx-
iety. On the other hand, the charging duration depends
on the employed charger technology, and it becomes a
critical element in order to be competitive against the
gas-powered counterparts. For instance, during a charg-
ing period of 30 min, level II single, and three-phase,
and DC fast charge can enable a Nissan Leaf model
(Nissan Motor Co., Ltd., Yokohama, Japan) to drive 5.5,
11, and 83.4 miles, respectively [12]. The charging stan-
dards may vary from country to country, and we present
an overview of the different charger standards in Table 1.
Moreover, the popularity of each charging type will greatly
be determined by the housing demographics [13]. For
Table 1 Electric vehicle charger technologies [14]
Type Connection Power (kW) Max current
Europe 1-Phase AC 3.7 16 to 20
Europe 1 or 3 Phase AC 3.7 to 22 16 to 32
Europe 3-Phase AC >22 >32
Europe DC Fast >22 >3.225
USA AC Level-1 1.44 12
USA AC Level-2 7.7 32
USA DC Fast 240 400
instance, in the early EV adopter cities, a substantial por-
tion of the population lives in multi-unit dwellings and
EVs in these locations will likely use public fast charg-
ing facilities. Furthermore, several studies are conducted
by different organizations to forecast the EV penetration
rates. Depending on the assumptions made, prediction
results may diverge, but nevertheless there is a consen-
sus that EVs will represent a sizable portion in the next
decades. In Table 2, the projected EV roll-out is pre-
sented. In the rest of this section, we present the cur-
rent status of the power grid, potential impacts of EV
demand, and opportunities offered optimal management
of EVs.
2.2 Power generation and electricity prices
2.2.1 Current status
According to the US National Academy of Engineering,
the power grid is ‘the supreme engineering achievement
of the twentieth century’. Currently, there are close to
3,200 utility companies serving more than 143 million
customers in the United States. In order to serve the
increasing customer demand, the required power sup-
ply is generated through diverse resources, including coal,
nuclear, hydro, natural gas, and lately renewable sources,
such as wind and solar [16]. Depending on the efficiency
and the unit generation cost, power generation can be
roughly divided into base load, intermediate load, and
peak hour load. Factors that affect to dispatch a specific
Table 2 Electric vehicle penetration scenarios
(approximate in millions) by different organizations
Year US EIA - USA NRC (probable) - USA IEA world
2015 1 million 1.5 million 1.1 million
2020 2.3 million 3 million 6.9 million
2025 3.2 million 7 million 17.7 million
2030 4 million 14 million 33.3 million
US EIA: United States energy information administration [2,15]; NRC: National
Research Council [2,15]; IEA: International Energy Agency [3].
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generation asset include variable operation and mainte-
nance (O&M) costs, flexibility (fast vs. slow start gen-
erators), environmental ‘head-room’, and the distance to
load and transmission. To meet the base load demand,
utilities employ large scale (≥400 MW) and low cost
generation assets (e.g., nuclear, hydro, coal). Moreover,
base load generation is characterized by high load fac-
tor (the percentage of hours that a power plant runs at
full capacity) [17]. For intermediate load generation (the
difference between expected customer demand and base
load generation), power plants with lower load factors
(typically around 50%) such as combined cycle combus-
tion turbine fueled by natural gas etc. are employed [2,18].
Finally, utilities may need to employ additional generation
assets to accommodate customer demand during peak
hours. For this purpose, fast start, high cost, and usu-
ally environmentally unfriendly assets are employed. They
are characterized by low load factor (5% to 10%), that
leads to decreased utilization and hence and increased
ratio of peak to average demand. Consequently, the
use of such assets gradually increases the average kWh
electricity price. A real-world scenario is illustrated in
Figure 1a.
2.2.2 Impact of the EV penetration
There are a handful of studies investigating the impact
of electric vehicle charging on power generation [19-23].
According to [21], plug-in hybrid electric vehicles (assum-
ing all vehicles are PHEV20 with a battery pack of 7.2
kWh) can increase the total load by 2.7% and the peak
load by 2.5% in Colorado. On the other hand, battery
sizes of pure EVs range from 16 to 52 kWh, which
means actual impacts will be more severe. Similarly, [24]
presents that if 5% of the EV population charge at the
same time, there will be a 5 GW increase in total power
demand by year 2018 in VACAR region (Virginia - North
Carolina - South Carolina). Overall, uncontrolled EV
charging will decrease the utilization of low cost gener-
ation assets, increase the peak to average load ratio, and
increase the power generation cost. Potential impacts of
EV demand on the cost of the power grid is presented in
Figure 1b.
2.2.3 Opportunities
The aforementioned effects can be mitigated with the
deployment of necessary smart grid communication tech-
nologies which enable EV users to take advantage of low
prices during off-peak hours. In such applications, known
as valley filling, grid operators encourage customers to
postpone their EV charging to low power demand peri-
ods aiming to increase the overall power grid efficiency.
There are many opportunities to use valley filling appli-
cations. The US power grid uses its maximum generation
only around 5% of the time [25]. If optimal valley filling
programs are employed, almost 73% of the vehicles in the
US can be substituted by EVs [26]. Such an approachman-
dates EVs to be charged during the night when the aggre-
gated power demand is low. For instance, the authors in
[27] propose an EV charging framework for valley-filling
applications in New York State with varying EV market
penetrations of 5% to 40%. They show that the intelligent
scheduling of EV chargings at off-peak hours increases
the utilization of low cost generations, hence lowers the
wholesale energy cost. In a similar study, authors of [23]
argue that the savings gained due to intelligent charging
of EVs could be reflected in charging tariffs and it pro-
motes EV ownership. Furthermore, the work presented
in [28] proposes a valley-filling algorithm and models
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Figure 1 Impacts of EV charging on power generation and system operating cost. (a) Impacts of electric vehicle penetration on power
generation. (b) System operating cost.




The transmission network ties the bulk power generation
with the end users via high voltage lines. The US national
grid includes three distinct geographic interconnections,
namely the Eastern Interconnection, the Western Inter-
connection, and the Electric Reliability Council of Texas.
The transmission network is composed of 170,000 miles
of transmission lines rated at 200 (kV) and above, deliv-
ering the power generated at 5,000 (approximately) power
plants [2]. Over the last two decades, the transmission net-
work acts as an open highway which connects wholesale
electricity markets to with end users. The primary goal of
the network operators, on the other hand, is to make sure
that transmission lines operate efficiently and reliably as it
delivers the minimum cost generation to end users.
2.3.2 Impact of the EV penetration
According to a study conducted by the US Department
of Energy [29], in the Western Interconnection network
alone, one third of the lines experienced congestion at
least once during the year of the study, and 17% of the
lines are congested at least 10% of the times. This study
also shows that the situation is even more severe in the
Eastern Interconnection, as the infrastructure is older and
the network is not designed for long distance delivery of
power.
On the other hand, the growth in EV load along with the
deployment of new generators requires a capacity expan-
sion in the transmission network. However, due to eco-
nomical and political reasons, the required investments
may not be realized in the short term. Past experiences
show that new transmission projects can cost up to bil-
lions of dollars andmay be stalled if the cost allocation and
the recovery of investments are not properly planned. To
that end, uncontrolled EV demand will allow transmission
bottlenecks to emerge. These bottlenecks will increase
electricity costs and the risks of blackouts.
2.3.3 Opportunities
The introduction of bidirectional chargers enables elec-
tric vehicles to transfer energy back to the grid (V2G)
or to other electric vehicles (V2V) [30]. The utilization
of such ancillary services can aid the transmission oper-
ations, mainly by reducing the congestion during peak
hours. For example, group of vehicles can sell back part of
their stored energy to other EVs who are in urgent need.
This way, energy trading via V2V will eliminate the need
to draw power from bulk power plants and hence the asso-
ciated power losses in transmission will be minimized. For
instance, studies in [31,32] present mathematical frame-
work to model the interaction of energy trading in a V2V
scenario, where the groups of EVs determine the amount
of energy to exchange and negotiate on unit price.
Moreover, EVs can transport their stored energy from
one location to another which can support the grid via
V2G applications. For example, [33] provides a transmis-
sion network based on the capability Internet of vehicles
to transfer energy to the regions of high energy consump-
tion. This way, the required upgrades will be deferred and
occur gradually over time.
2.4 Distribution network
2.4.1 Current status
The distribution network is the final portion of the power
grid which interfaces with the consumers. It is responsi-
ble for reducing the high voltage carried by transmission
lines to appropriate levels for end users with the use of
transformers typically rated between 2 to 40 kV. Over the
last decade, the distribution network has been running
up against its operating limits. In the US, national grid
almost 7% of the electrical energy is lost (mostly in the
form of heat) between generation units and end users and
distribution network is mostly responsible for this. The
distribution system is the most interruption-prone com-
ponent of the power grid. According to [2], more than
three-fourths of service interruptions originates in the
distribution level.
2.4.2 Impact of the EV penetration
If charged at parking lots or customer premises, the dis-
tribution grid is the part where most electric vehicles will
be attached to. Uncontrolled EV charging could stress the
distribution grid and cause system failures such as trans-
former and line overloading deteriorate power quality
(e.g., large voltage deviations, harmonics, etc.). Consider-
ing the fact that EV penetration is going to be geograph-
ically clustered, negative impacts will be more severe in
certain regions [2,34,35]. For instance, the US distribu-
tion grid is designed to meet three to five houses [36] per
transformer. Since charging of one EV doubles the daily
load of a typical house, further challenges will be faced
by the additional load introduced by EVs. A very typi-
cal scenario is illustrated in Figure 2 where five houses
are served by a 37.5-kVA transformer. If just two level-
2 chargers are used concurrently, local transformer is
going to be overloaded. The frequent occurrence of such
events will increase power loses and voltage deviations,
and decreases transformer lifetime (high loading leads to
high operating temperature) [3,37,38]. In [35], the authors
presented a comprehensive study on the impacts of vari-
ety of EV charging scenarios on the required transformer
upgrades and transformer efficiency.
2.4.3 Opportunities
Intelligent control mechanisms (presented in the next
section) can mitigate the aforementioned effects. Such
frameworks requires both parties (EVs and the grid) to
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Figure 2 Potential distribution network overloading [39].
communicate. According to [40], controlling EV charging
can reduce the number of congested (overloaded) network
components which need to be replaced, hence eliminate
the need for costly upgrades. It is further shown that
controlling EV charging can reduce the cost of energy
losses by 20% when compared to uncontrolled charging.
In addition, EVs can be seen as distributed-energy stor-
age mediums which are very essential for ancillary smart
grid applications like integration of renewable energy
resources and frequency regulation applications [41]. We
provide a summary of the negative impacts of uncon-
trolled EV charging in Figure 3.
3 Demandmanagement for the internet of
electric vehicles
In order to mitigate the negative impacts of EV demand,
there has been a growing interest in developing coordi-
nation strategies. At the heart of such frameworks lies
information and communication technologies to support,
control, and manage energy transfer between vehicles
and the power grid that varies both in time and space,
known as the Internet of EVs. In this section, we provide
a comprehensive overview on the related literature. We
classify the demand management techniques with respect
to the objective of the optimization problem, scale of the
problem, and the employed mathematical techniques. We
present an overview of the literature in Figure 4 and the
benefits of demand side management of EVs is summa-
rized in Figure 5.
3.1 Control objectives
3.1.1 Technical objectives
The technical control objectives are usually related to the
operating limits of the physical power grid assets. The
most common objective functions are the minimization
of energy losses, controlling voltage deviations, reduc-
ing peak-to-average load ratio, smoothing the consumer
demand, and supporting renewable energy generation
Figure 3 Impacts of uncontrolled EV charging.
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Figure 4 Literature classification of demandmanagement techniques for IoEVs.
[42-45]. For vehicle-to-grid and vehicle-to-vehicle appli-
cations, the technical objectives include battery degrada-
tions and aging, thermal stability, etc. [46].
3.1.2 Economical objectives
The objective functions fall into this category are usually
linked to energy market participants: consumers, produc-
ers, retailers, etc. The main objectives include minimiza-
tion of electricity generation and consumption costs. In
this case, the objective functions are usually modeled with
utility functions and the goal is to develop a charging tariff
such that the total cost of charging isminimized compared
to uncontrolled case [44,47-49].
It is noteworthy that both of the objective functions
are actually reflected in electricity prices. Hence, in some
cases, technical objectives are coupled to economical
objectives. Nodal pricing can be a good example [50],
where the technical aspects (distance of generators, con-
gestion of transmission lines, etc.) are translated into cost
functions and the optimal pricing is solved with a more
holistic approach.
Figure 5 Benefits of electric vehicle management and control.
3.2 Control frameworks
The aforementioned control objectives are used in the
mathematical frameworks to manage the EV demand.
The applied control techniques depends on the employed
charger technology. As given in Table 1, level I and level
II charging typically takes a few hours, hence for these
types, it is assumed that EVs are located in the customer’s
premises or at large parking lots. The majority of the
literature considers EVs as ‘smart’ loads as the carving cur-
rent can be adjusted in order to maximize the control
objectives given above.
On the other hand, for the fast charging case, the
EVs are assumed to be mobile and due to short service
duration, the common control techniques include admis-
sion control at individual stations and customer rout-
ing/assignment in a network of charging stations. Overall,
for both cases, the related literature can be divided into
two categories: centralized and distributed controls.
3.2.1 Centralized control
Centralized control employs a central authority (dis-
patcher) who up to a large extent controls and man-
dates EV charging rate, start time, etc. System level
decisions, such as the desired state of charge, charging
intervals, etc., are taken to finish all jobs by a certain
deadline (e.g., by 7 am). Main advantages of central-
ized control include higher utilization of power grid
resources and real-time monitoring of operation condi-
tions across the network. On the other hand, to enable
such functionalities, an advanced communication net-
work is needed. Studies presented in [42,51-56] are exam-
ples of centralized scheduling. These studies differ by the
assumptions they make; interruptible vs. uninterruptible
load, constant vs. varying charging rate, and preemp-
tive vs. non-preemptive jobs. Management of EV fleets
(e.g., school buses, postal service vehicles, etc.) can be a
good example for centralized control. In this case, fleet
owners can draw contracts with the utility operators and
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receive discounts. In return, utility can orchestrate EV
demand according to network conditions to minimize
his operating cost. Moreover, authors of [57] propose a
deadline scheduling policy with admission control. They
compare their algorithm with classic earliest deadline first
and first come first serve scheduling. Similarly, the authors
of [58] uses an admission control algorithm called Thresh-
old Admission with Greedy Scheduling. In addition, their
model incorporates renewable energy resources to charge
electric vehicles.
3.2.2 Distributed control
Decentralized control allows customers to choose their
individual charging pattern. Decisions can be based on
the price of the electricity or time of the day. This
method eliminates the need of third party controller
(dispatcher) and complex monitoring techniques. Since
decisions are taken individually, game theoretic mod-
els are extensively employed. The works presented in
[31,59,60] use Stackelberg game to model interactions of
system operator (leader), who sets the prices and have
the first move advantage, with individual EVs (follow-
ers) who respond to price changes by adjusting their
demand. Another popular method is the Nash equilib-
rium, in which optimal pricing is achieved through max-
imization of individual utility functions [61,62]. Other
employed models include mean field games, potential
games, and network routing games [61-70]. In addition
to scheduling of night time charging, there is an inter-
est in large scale charging of group stationary EVs (park
and charge). For instance, [71] uses swarm optimization
to allocate power to EVs in a parking lot. Authors of [72]
propose a combined pricing-scheduling quadratic inte-
ger programming model to determine optimal prices and
schedules to manage EV demand in large scale parking
lots.
3.3 Scale of the problem
The scale of the control framework can vary from individ-
ual level to entire transmission voltage level. We classify
the scale of the problem into three categories.
• EV scale: This level of scale considers coordination of
individual EVs according to the available information
at the customer premises. Economical goals such as
cost minimization and load profile smoothing are
usually chosen [43,49,59,73].
• Microgrid scale: This level of problem considers
groups of vehicles connected to LV/HV feeders.
Typical examples include university campuses,
parking lot (malls, airports, etc.), and microgrids. The
control and coordination studies at this level include
[12,34,58,71].
• Transmission scale: At this scale transmission,
system operators and wholesale energy markets
operate. Corollary, the control techniques applied
considers thousands of EVs located in large
geographical regions. The primary goal of this scale is
to develop pricing policies to achieve optimal
valley-filling during night time [62,69].
4 Available communication standards and
technologies
The IoEV is based on the information and communica-
tion infrastructure to support the control and manage the
energy transfer between vehicles and the power grid. In
order to support such frameworks, we survey the related
technologies and standards and the interdependency dia-
gram which is presented in Figure 6. As this is a new
area, some of the standards are either published or under
development. We classify the communication standards
and technologies into three groups: (1) the first group
includes the technologies that are responsible for home
charging applications and the message exchange between
the EV and the charging equipment; (2) the second group
includes the technologies for the mobile EV communica-
tion; and (3) the third group includes the standards for
‘inter-control center’ communication.
4.1 Communication needs at customer premises
4.1.1 EV-electric vehicle supply equipment
The communication at customer premises takes place in
several places. First, group contains the standards and
technologies between electric vehicle and electric vehi-
cle supply equipment (EVSE) that is required for energy
transfer monitoring and management, billing informa-
tion, and authorization. The standardization is required
for fast adoption of EVs and proper functioning of electric
vehicle network components. The Society of Automotive
Engineers (SAE) have defined the communication stan-
dards when an EV is being charged. We described these
standards below [74,75].
Figure 6 Interdependency of communications and EV demand
management.
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• SAE J2293: This standard covers the functionalities
and architectures required for EV energy transfer
system.
• SAE J2836/1 and J2847/1: Define use cases and
requirements for communications between EVs and
the power grid, primarily for energy transfer. The
central focus is on grid-optimized energy transfer for
EVs to guarantee that drivers have enough energy
while minimizing the reducing the stress on the grid.
• SAE J2836/2 and J2847/2: Define the uses cases and
requirements for the communications between
electric vehicles and off-board DC charger.
• SAE J2836/3 and J2847/3: Identify use cases and
additional messages energy (DC) transfer from grid
to electric vehicle. Also supports requirements for
grid-to-vehicle energy transfer.
• SAE J2931: Defines digital communications
requirements between EV and off-board device. SAE
J2931/1 covers power line communications for EVs.
• SAE J2931/2: Defines the requirements for physical
layer communications with in-band signaling
between EV and EVSE.
In Figure 7, an overview of SAE communication stan-
dards is presented. For instance, J2836/1 use cases for util-
ity programs may include time of use program, real-time
pricing program, or critical peak pricing program [76].
Moreover, the International Electrotechnical Commission
(IEC) is developing several standards under development
for DC fast charging option. IEC 61851-23 presents the
requirements for gird connections and communication
architecture for fast charging. IEC 61851-24 defines the
digital communications between EV and EVSE.
4.1.2 Energymanagement unit to power grid
Visualization of energy consumption clearly helps cus-
tomers to understand the cost of their energy usage.
However, optimal decisions can only be taken by auto-
mated management systems [77,78]. Energy management
units (EMU) enables customers to power grid interaction;
Figure 7 SAE communication standards.
customers canmonitor, control, and optimize their energy
consumption. Even though energy management systems
have been in the market for a few decades, the widespread
adoption has gained pace with the recent advances in
smart grid. [77] presents recent advances in EMUs.
EVSE will connect to EMU via home area network
(HAN). The most popular technologies for HAN are
Zigbee [79,80], 802.11-based wireless local area network
(WLAN), and femtocells. Zigbee offers required cover-
age (30 to 40 m), data rate (256 Kbps), low power usage,
and deployment cost. In fact, it has a considerable market
share in utility world [7,8]. The ubiquity of 802.11-capable
devices makes WLAN a strong candidate for HAN. The
details of WLAN technology is given in the next section.
A comprehensive summary is presented in Table 3.
Femtocells are usually employed as access points of
cellular networks. This technology uses customer’s broad-
band, DSL, etc. to connect to the wireless carrier’s core
network. This way, femtocells offer required indoor cov-
erage and capacity for smart grid applications. Commu-
nication technologies with a special focus on security for
home area networks is presented in [81].
For residential charging, the communications between
EMU and the power grid is supported by the existing
advanced metering infrastructure (AMI) network [82].
There are several candidates for this purpose.
Power line communications (PLC): PLC is a strong can-
didate for EMU to grid interaction. The main motivation
for PLC is that already existing grid infrastructure reaches
every EMU that wants to charge an EV. There are three
different types of PLC technologies which are classified by
the used frequency band and data rate. Broadband PLC
Table 3 Summary of candidate wireless technologies for
IoEVs
Latency Throughput Security Scalability
WiFi
IEEE 802.11a L H M M
IEEE 802.11b L M M L
IEEE 802.11g L H M L
IEEE 802.11n L H M M
3G
UMTS/HSPDA M M H H
EVDO M M L H
4G
LTE/HSPA+ L H H H
IEEE 802.16e L H H H
Wireless mesh network can be implemented with WiFi nodes. Low (L): latency
(< 250 ms), throughput (< 500 Kbps), scalability (< 100 nodes/backhaul node).
Medium (M): latency (250 ms to 1 s), throughput (500 to 1,500 Kbps), scalability
(< 100 to 1,000 nodes/backhaul node). High (H): latency (> 1 s), throughput (>
1,500 Kbps), scalability (> 1,000 nodes/backhaul node).
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uses 1.8 to 250MHz frequency band and physical data rate
varies between a few megabits to hundreds of megabits.
Narrowband PLC operates in the 3 to 500 kHz band and
provides lower data rates. Third type of PLC communi-
cations is ultra narrow band technology, which is also the
oldest type of all three. It only provides data rate around
hundred bits per second [83].
Several millions of PLC-based communications have
already been deployed globally [84]. Moreover, for EV to
EVSE communications, PLC supports an apparent phys-
ical association that cannot be achieved by its wireless
alternatives. Another distinctive advantage is that the cost
of PLC deployment is relatively low when compared to
other wireline options and can be comparable to wireless
technologies.
However, there are several disadvantages for PLC. First,
the communication medium is harsh and noisy. Sec-
ond, transformers cause high attenuation which limits the
range of the communication. Repeaters can be employed
to overcome this problem, but additional cost should be
taken into account beforehand. The final disadvantage is
that regulations in some countries limits the use of PLC.
For instance, PLC is not allowed for indoor environments
in Japan [85].
White-space networking: The long term assignment of
wireless spectrum to parties like digital TV broadcast-
ers has created inefficient use of ISM band. Fatemieh,
2010 [86] proposes to use TV white spaces to meet
communication requirements between users and the
grid. IEEE 802.22 is the wireless regional area network
(WRAN) standard that uses white spaces in the spectrum.
The use of this technology offers the following benefits.
It allows high data rates in a cost-effective way. White
space networking has deep penetration and long range
transmission capabilities, which would eliminate the need
for complex designs (for EMU to data aggregation units).
Also, high coverage can easily be achieved using white
spaces. IEEE 802.11af, also referred to as ‘White-Fi’ and
‘Super Wi-Fi’ is a recent proposal that allowWLAN oper-
ation in TV white space spectrum in the VHF and UHF
bands [87,88]. It uses cognitive radio technology to trans-
mit on unused TV channels, with the standard taking
measures to limit interference for primary users, such as
analog TV, digital TV, and wireless microphones.
However, white-space networking is challenging. Avail-
able white spaces must be detected and interferences with
the incumbents should be avoided. The underlying net-
work should be able to run for varying bandwidths. Also,
there are issues related to operation and management of
the network [85,86].
Wired infrastructure: Another option might be to build
a wired infrastructure. Dedicated communication links
give utilities full control over the network and reduce the
reliance on the communication infrastructures operated
by third parties. However, building such wired infrastruc-
tures is very costly. On the other hand, if the two-way
communications is going to be a part of the power grid
for the next century, it might be logical to build such an
infrastructure gradually over time.
Customer’s broadband: One school of thought suggests
to use commodity broadband technologies, e.g., digital
subscriber lines (DSL) or cable. The capital expenditures
(CAPEX) for this case are lower, as the main communi-
cation infrastructure has already been deployed. More-
over, commodity broadband technologies uses Internet
protocol (IP), so it can be easily connected to other ubiq-
uitous IP-based communication networks. In a recent
deployment, a DSL network was used as an underly-
ing communication technology in Boulder, Colorado [89].
Nonetheless, there are several handicaps. The number
of broadband connections is lower than the number of
power meters. This is especially the case in developing
countries. Moreover, the down times in some deploy-
ments is unacceptable for critical smart grid applications.
Other technologies: Mesh networks [85] have been pro-
posed as alternative communication technology for AMI
networks. Mesh networks tend to use different forms of
wireless networks, i.e., IEEE 802.11, 3G/4G/5G, and mesh
type of radio configuration. This choice is subject to tech-
nical, strategic, and even legal constraints. We present
a detailed overview of such technologies in the next
sections. In Table 4, we present an overview of candidate
technologies and network technologies such as 3G/GSM,
4G/LTE (via smart apps such as [90,91]).
An overview of the communication technologies for
garage charging is presented in Figure 8 and summarized
in Tables 5 and 6. Note that the communication require-
ments for the EV to EVSE is in the orders of milliseconds,
while EVSE to EMU communication can occur in the
order of seconds. Finally, the EMU can communicate with
the grid in the order of minutes (typically every 15 min).
In the next section, we will provide a comprehensive
overview of such communication requirements.
4.2 Mobile EV to control center communications
Mobile EVs use public fast charging stations to fill up
their batteries. Customer demand varies both spatially and
temporally (e.g., downtown areas during rush hours) [37].
Also, the current status of the power grid limits grid
operators to deploy the required number of charging
stations. Hence, customer demand should be balanced
among neighboring stations through the use of communi-
cation infrastructures. Thus, the ability to share data for
mobile EVs becomes a necessity. In Figure 9, we present
an overview of message exchange in electric vehicle net-
works.
There are several wireless communication technolo-
gies that are projected to support ‘electric mobility’. Two
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Table 4 Candidate communication technologies customer-to-grid interaction for garage charging
Technology Pros Cons
Power line communications Every EV owner has an access. Easy penetration Indoor applications are not allowed in every country.
Regulatory and technical issues
White-space networking High penetration and coverage Require technologies to operate at varying bandwidths
Utility-owned wired infrastructure Full control over the network. No need for
interoperability among various standards
Very high cost and cost of ownership is not clear
Fixed broadband Low cost (customers already have it) Level of broadband deployment can be problematic
Wireless cellular networks Easy adoption with already existing structure Coverage is limited in developing countries
WiFi mesh network Low cost, unlicensed frequency band May require complex designs
strong candidates are cellular network communications
and wireless mesh networks.
4.2.1 Cellular network communications
For the short term, ubiquitous public cellular networks
can provide required communication coverage in a cost-
effective way. Moreover, cellular operators offer service
solutions for smart grid applications. Power meter manu-
facturers embed communication modules to enable use of
cellular communications. For garage charging and vehicle-
to-grid applications data (e.g., power usage, price, etc.) are
exchanged periodically (typically around every 10 to 15
min). Most cellular networks have sufficient capabilities
to support the required communication medium. Further,
cellular networks have the following advantages: (1) cellu-
lar communication technology is mature enough to meet
smart grid needs; (2) since all cellular networks operate on
licensed spectrum, there is no need to pay for unlicensed
bands; and (3) cellular networks are scalable enough to
connect huge number of EVs.
Worldwide interoperability for microwave access
(WiMAX) is another candidate. WiMAX offers high
capacity, wide coverage, low latency, low per-bit cost,
and required quality of service capabilities. For example,
garage charging applications generate small amount of
traffic, but the projected number of connections is very
high. For mobile EVs, high data rate is needed to support
location based applications. In most cases, in-vehicle
application requires wide coverage, high throughput,
and QoS support. WiMAX has required capabilities to
handle the transmission of such data. In addition, mobile
data service based on 4G long term evaluation (LTE)
Figure 8 Overview of electric vehicle energy transfer standards (used with permission of SAE International [92]).
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Table 5 Overview of communication standards for IoEVs
End users Application Name of standards and technologies
EV-EVSE Energy transfer - garage charging SAE J2293, SAE J2836/1, J2847/1, SAE J2836/2, J2847/2,
SAE J2836/3, SAE J2847/3, SAE J2836/4, J2847/4, SAE J2931,
IEC 61851-23, IEC 61851-24
EVSE - Energy Management Unit (EMU) Home area network Zigbee, 802.11, HomePlug
Customer (EMU) - grid Garage charging, load shifting,
valley filling, energy trading
PLC, 3G/4G/WiMAX/LTE/5G, WMN, TV white space, DSL, cable
Mobile EV - control center Public charging 3G/4G/WiMAX/LTE/5G, WMN
Inter-control center Public charging IEC 60870-6/TASE.2
is becoming more popular as it can provides brows-
ing experience comparable to wired connections. As of
August 2013, there are more than 176 million LTE cus-
tomers exist in the globe, and this number is expected
to grow exponentially and exceed 1.3 billion by the end
of 2018 [93]. Hence, 4G/LTE can provide a ubiquitous
communication for EVs.
On the other hand, public charging applications require
mobility support. As the mobile user moves faster, the
supported data rate decreases. In Figure 10, we compare
wireless communication networks according to mobility
and throughput. 2.5G, 3G, 4G (WiMAX and LTE), and
the upcoming 5G offer required connectivity for mobile
EVs. IEEE P2030 standard [94] presents possible commu-
nication interfaces. The connection to central controller
or telematics provider can be established by either equip-
ment manufacturers OEMS or wide area communication.
4.2.2 Wirelessmesh networks
Wireless mesh networks (WMNs) are qualified to deliver
required connectivity to EV drivers and the power grid.
Moreover, their low cost, high scalability, self-healing,
and self-organizing nature along with mobility support
makes WMNs a very strong candidate. WMNs can pro-
vide high bandwidth and seamless handover capabilities
at high speeds (almost the same quality as third gen-
eration technologies) [95]. Also, WMNs are compatible
with other networks: they can be integrated with other
existing networks (e.g., IEEE 802.15, IEEE 802.16, cellu-
lar networks, etc.). Further advantages of WMNs include
its higher physical layer transmission rate than most cellu-
lar networks and coverage can be extended without using
extra channel capacity.
Several companies already deployed WMNs for smart
grid applications [96,97]. As EV population continue to
grow fast, the need for a dedicated communication infras-
tructure will become more important. Especially in urban
environments, where ‘xG’ networks are overloaded or not
deployed yet, WMNs will become even more important.
In [97], a medium city is successfully deployed with wire-
less mesh networks to support required connectivity to
electric vehicles.
On the other hand, WMNs have several disadvan-
tages. In urban environments, network coverage can be
affected by interference and fading. Available bandwidth
can reduce in the case of possible loop problems [8]. In
order to enjoy benefits of WMNs, research efforts are
being shown to solve complexity of these networks.
4.3 Inter-control center communications
As shown in Figure 9, different regions are served by
different service providers. Each control center moni-
tors and controls registered customer demand at each
charging facilities connected to him. Moreover, when a
Table 6 Summary of findings: communications needs and requirements for IoEVs















Residential charging Respond to price updates
to minimize charging cost
Part of AMI network
(see [85])






Energy trading via V2G Sell part of stored energy
to make profit or use








The same as EV
perspective
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Figure 9 Internet of electric vehicles.
customer from another service territory requests service,
control centers should be able to exchange information for
authentication, billing, and location. Currently, all-electric
range of most EVs is more than hundred miles [2]. This
range enables drivers to go to different regions that are
served by some other utility (e.g., Central Europe etc.).
Hence, the communication network should be able handle
possible hand-off situations.
At the present time, utilities employ IEC 60870-
6/TASE.2 (International Electrotechnical Commission
Tele-control Application Service Element) communica-
tion standard for information exchange between control
centers, utilities, and power pools [8]. However, additional
communication features may be needed to keep track of
mobile users.
4.4 Further communication needs
Further, communication needs exist between EV and
the charging equipment for the following periods: pre-
charging, during the charging, and post-charging. In
order to start the charging process, the EV and the
charging equipment must be physically associated. Addi-
tional messages should be exchanged for identification
and authorization purposes. During the charging, sev-
eral parameters such as charging duration, direction of
energy flow, available power and energy rate, vehicle status
information (e.g., battery state of charge, usable battery
energy, etc.) are needed to be exchanged between EV and
EVSE. Precise measurement of transferred energy is also
important for billing purposes [94].
5 Communication requirements and
performancemetrics
The end-to-end communication requirements for EV net-
work applications require highly available, reliable, and
secure communications. Different applications, such as
V2G, load shedding, etc., may have different communi-
cation requirements. The use cases for EV applications
serve as a starting point for communication requirements.
A detailed use case analysis is presented in [98,99]. Each
Figure 10 Data rate vs. mobility.
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use case scenario defines the end-users (e.g., customer,
utility, EV, etc.), their types (e.g., individual, organiza-
tion etc.), content, size, and the frequency of the required
message exchange. In this section, we discuss communi-
cation system requirements and associated performance
metrics.
5.1 System reliability and availability
The successful management of EVs requires extensive use
of reliable and (highly) available IoEV. The loss of availabil-
ity is going to terminate the grid to customer interaction.
During these isolation periods, customers will not be able
to receive electricity prices, hence cannot optimally adjust
and schedule their electricity usage. In fact, the cost of
unavailability can be more severe. For instance, for garage
charging scenarios, uncontrolled EV charging may lead
to unwanted peaks and may overload some of the grid
components, such as the distribution transformer.
Considering the aforementioned use cases, [100]
explores the reliability requirements for home charging
EV applications. The authors show that 11 different mes-
sages are used, and the minimum reliability requirement
varies between 98.8% to 99.5%. This variety is attributed
to some messages, such as vehicle identification number
(VIN) information request, error messages related to EV
charging rate, require high availability than other types.
The connectivity loss for mobile EVs is even more
critical. Unavailability will refrain customers from locat-
ing and scheduling charging stations. Similarly, it may
lead to suboptimal station selection both for customers
(more expensive) and the grid operator (busy stations
or long waiting lines may cause customer dissatisfac-
tion) [101,102]. There are a handful of studies that quan-
tify the cost of bad communication system performance.
For instance, garage charging applications use AMI net-
work. In a related study, [103] presents a generic AMI
communication network and performs availability anal-
ysis for each component (e.g., home area network, 3G
network, etc.). Moreover, it quantifies the cost of unavail-
ability due to suboptimal power allocation.
There exist quite a few studies that present the perfor-
mance evaluation of related wireless communication tech-
nology (e.g., UMTS etc.) [104-106]. A similar approach
can be applied to mobile EV networks to quantify the
cost of suboptimal charging station selections. On the
other hand, redundancy design may help to improve
system reliability. Employing redundant communication
links between critical nodes such as data aggregation units
to utility or between control centers. We present the
overall system in Figure 11.
5.2 Quality-of-service
The quality-of-service (QoS) needs are gradually increas-
ing as the EVs gain widespread acceptance. Since cen-
tralized or decentralized control of EVs is done via price
signals, degradation in communication system perfor-
mance may cost. In [108], authors define QoS require-
ments for general smart grid communications using in
terms of communication delays and outage probability.
The QoS requirements can be slightly different for
mobile EVs and the grid operator. For instance, IEEE
P2030 [94] states that an EV can afford to have a few
seconds of latency to retrieve location, pricing, and avail-
ability information. However, in order to respond to the
huge number of queries (approximate number depends on
the EV penetration level) grid operator have to receive the
information in a timely manner.
Even though today’s mobile broadband technologies
(e.g., 3G/HSPA/EV-DO etc.) promise high throughput
and low latency communications, in some occasions,
there can be a degradation in the user experience. This
is attributed to the network capacity saturation in some
areas. For instance, [109] shows that customer demand
is going to exceed network capacity, for most metropoli-
tan areas, in the next years. This will force time critical
data transfer from EVs to compete with other bandwidth
Figure 11 The negative effects of communication unavailability. Left panel: uncontrolled charging [2], middle panel: suboptimal charging
station selection, and right panel: unable to support required storage medium for load shifting [107].
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demanding applications such as video streaming and voice
over IP.
On the other hand, the most recent mobile
WiMAX/LTE technology can support necessary QoS
requirements. More specifically, WiMAX offers four dif-
ferent QoS level, namely [110,111] (1) unsolicited grant
service (UGS); (2) real-time polling service (rtPS); (3)
non-real time polling service (nrtPS); and (4) best effort
(BE). UGS can support low latency and low jitter and
prioritize EV charging related data transfer. However, 4G
technologies are not available everywhere and a limited
but growing number of devices support 4G connectivity.
Finally, some discussion is already undergoing about new
5G technologies [112].
In some areas, wireless mesh networks have been
deployed using different versions of the IEEE 802.11 pro-
tocol. The cost of building such infrastructure is not
expensive and does not require permission, since they
function in the open 2.4 GHz or 5 GHz band. These net-
works can provide application access priority (starting
from 802.11e and more recently with the 802.11ac), but
they do not guarantee any strict QoS [113-116]. In addi-
tion, they have a limited range, which means that vehicles
that want to communicate through them may be in a
wireless blind spots.
5.3 Cyber-physical security
The power grid is vital to human life and with the inte-
gration of information systems, the power grid becomes
a huge cyber-physical system. The grid’s unique nature
poses new series of security challenges. The components
of the power grid are vulnerable to a variety of new cyber-
security threats that could affect national security, pubic
safety, and revenues.
There has been an increasing interest in smart grid secu-
rity aspect [117-126]. In [120], the authors present cyber-
physical security overview of smart grid communication
infrastructure. Su, 2012 [119] presents security threats
for electric vehicle networks. They conclude that elec-
tric vehicle networks have the following security require-
ments: (1) availability (discussed in the previous section);
(2) confidentiality (prevent attackers to obtain private
information); (3) integrity (block unauthorized users from
changing the data); and (4) authenticity.
If the security of the EV network communication is not
provided at a high level, an adversary can impact the EV
network in various ways. A hacker can route customers
to a specific charging station to create chaos for drivers.
Similar to a home appliance, the garage charging is also
programmed to fill up EV battery when price is low. An
adversary can launch an attack to inject negative prices
to increase power usage (of automated appliances), which
may result in a peak or spike in electricity usage. Similarly,
price modification can cause instabilities in V2G energy
trading.
In [126], the authors present the security threats in
physical layer of wireless communications for smart grid
applications. Moreover, [125] defines the attack types
for smart grid communication networks. They introduce
three different kinds of smart grid attacks:
• Data injection: The type of attacks in this category
falsify the meter measurements (e.g., garage charging)
to mislead the power grid operator. The main
purpose of this type of attack is to create revenue loss.
• Vulnerability: This type of attack is caused by the
failure of a communication channel or a device.
Information on the feedback channel can be
unsynchronized due to erroneous communication
links.
• Intentional: In this type, the attacker has the full
knowledge of network topology. It can be carried out
by targeting the node with the highest degree with a
denial-of-service attack.
Several organizations including IEEE (1402-2000, IEEE
Guide for Power Substation Physical and Electronic Secu-
rity), North American Electrical Reliability Corporation -
Critical Infrastructure Protection (NERC-CIP), National
Infrastructure Protection Plan (NIPP), and National Insti-
tute of Standards and Technology (NIST) [118]. In the
second volume of NISTIR 7628 [122], NIST documents
a comprehensive overview of guidelines for smart grid
cyber-security. This documents contains several use cases
concerning the security issues with EV charging. In [124],
the authors evaluated the effectiveness of NISTIR frame-
work for an electric vehicle charging infrastructure case.
They claim that NISTIR 7628 framework is not strong
enough in device authentication and protecting the pro-
tecting the location privacy of mobile EVs.
5.4 Scalability
As the EV population is continuously going to increase
for the next couple of decades, the underlying commu-
nication networks should be scalable enough to support
required functionalities. Such scalability concerns can be
alleviated by employing IP-based network designs. Con-
sidering the big smart grid picture on mind, it is very
likely that that required communication networks will be
based on IPv6. Moreover, IP-based solutions offer huge
cost savings in deployment and maintenance [7].
5.5 Capacity
Since EV applications generate data traffic, the underlying
communication networks should be have enough capac-
ity to meet minimum communication requirements. For
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mobile EVs, the required capacity can be measured in
bits-per-second. However, for residential charging appli-
cations, the communication capacity is more likely to be
measured in the maximum number of advanced meters
(or smart meter) that it can support at a time (since most
messages types/lengths are standard).
In a related study [127], researchers analyze the capacity
of a linear chain network topology for an AMI network.
They also compute the required network capacity for dif-
ferent amounts of nodes, varying message lengths, and
meter reading periods (e.g., every 10 or 15 min). They
also extend their study for larger networks with different
communication infrastructures.
On the other hand, capacity comes at the expense of
cost. Capacity planning is a critical step as it includes
trade-offs that could affect the success of EV applications.
Initial deployments may seem easy and does not require
high capacity networks, since EV population will be low.
This will allow utilities to have a good head start with low
installation cost. However, short term solutions are likely
to fail to scale. Hence, the expected exponential growth
in EV population may force utilities to replace the entire
communication network.
5.6 Interoperability
The proper functioning of EV-related applications
depends on different entities such as power system and
communication system to work together. According to
the US Independence and Security Act (2007), the NIST
is appointed to be the main global coordination of such
smart grid interoperability.
In its framework [128], NIST identifies the domains of
the smart grid as: customers, markets, service providers,
operations, bulk generation, transmission, and distribu-
tion. NIST’s conceptual framework also provides the
required information exchange between these domains.
EV applications are unique in the sense that they bridge
most of these domains. For instance, home charging deals
with distribution network and the service provider, V2G
deals with markets, and public fast charging is related to
bulk transmission and customers.
IEEE P2030 Smart Grid Interoperability Series of Stan-
dards aims to establish an interoperability framework to
develop IEEE-based standards on power system appli-
cations and control through the use of communication
infrastructures. The first of this series IEEE Std 2030
(2011) presents communication and information net-
works interfaces for different domains of the smart grid.
Moreover, this reference model presents the commu-
nication requirements for each interface (e.g., security,
availability, latency etc.).
In addition, the IEEE P2030.1 Working Group [129]
develops a draft guide for electric-sourced transporta-
tion infrastructures. Also, P2030 task force-3 defines
communication requirements between devices in the
smart grid. They are going to describe the network,
transport, and session layers (from OSI reference model).
Recently, IEEE has established a new technical advisory
group (IEEE 802.24) which will work with multiple IEEE
802 working group standards of which are very essential
for smart grid communications [130].
5.7 Measurement-based studies
Previous paragraphs show that wide-area wireless com-
munication technologies will be predominant role in EV
network communications. On the other hand, since the
number of mobile internet users has flourished, the user
experience deviated significantly from theoretical results.
Hence, there is a need for detailed measurement based
studies to understand and predict the performance of the
wireless technology and quantify the effects of perfor-
mance degradation.
There are only a handful of measurement-based stud-
ies that focuses on the performance of the wireless net-
work (WiFi, 3F (UMTS), EV-DO, andWiMAX) [131-133].
In [133], authors conducted a measurement study to eval-
uate the performance of the mobile Internet access with
3G (UMTS) and WiFi networks. The measurement was
carried out in Seattle, San Francisco, and Amherst. Across
all cities, the average availability of 3G andWiFi is 87% and
11%, respectively. The details of their findings is presented
in Table 7. Then, they proposed a hybrid framework
to improve the availability of 3G by augmenting it with
WiFi.
Similarly, [132] presents an architecture to improve
end user experience by exploiting (i) channel diversity,
(ii) wireless network service provider diversity, and (iii)
technology diversity (UMTS, CDMA, etc.). Their results
shows that the proposed Mobile Access Router archi-
tecture decreases the blackout periods considerably and
increases average throughput. In addition, [131] shows
the results of a city-wide mobile Internet experimenta-
tion results. The mobile nodes in their test bed employs
both EV-DO and WiFi interfaces. Their focus is on mea-
suring the signal latency and TCP throughput perfor-
mance. Their results indicate that average latencies varies
between 150 to 400 ms and mobile TCP throughput is
around 752 Kbps.
Table 7 Availability performance of wide area wireless
technologies [133]
Amherst Seattle San Francisco
Average Peak Average Peak Average
3G (UMTS) 90% 85.5% 82% 79% 89%
WiFi 12% 10% 10% 8.5% 11%
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6 Conclusions
In this paper, we provided a survey of the communica-
tion requirements and technologies for the Internet of
electric vehicles. First, we presented the current status
of the power grid. We specifically focused on the power
generation and distribution networks. We identified the
challenges introduced by the projected EV demand. Then,
we showed that the EV demand may have disruptive
effects in the current information and the IoEV infras-
tructures that are needed to support, control, and manage
the energy transfer between vehicles and the power. Next,
we grouped related smart grid applications and surveyed
the communication requirements, standards, and candi-
date technologies for each group. We showed that in the
absence of two-way communications, the proliferation of
EVs will pose threats to the existing power grid and will
not reach projected mainstream success.
In the future, we plan to expand our research in the
following ways. The choice of communication technol-
ogy and standards should consider the performance of the
each candidate. It is also worth noting that the importance
of performance evaluation will increase as the EVs gain
widespread acceptance. For instance, if a central authority
receives a few queries (location and pricing information
for public charging stations) per minute, the cost of com-
munication delays, unavailability, etc. will be negligible.
On the other hand, as the query rate increases, underly-
ing infrastructure should provide high availability and low
latency. Thus, it is crucial to quantify the effects of the
underlying communication technology.
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